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Figure 1. Port redirection attack scenario
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Extranet
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Public Web Server that runs IIS 6.0 with ASP .NET
and one dynamic) default.asp with company's profile,
and news.asp with company's news. The news.asp script takes one
an sql query (ex. select * from news where id=7) at
news.asp is vulnerable to sql injections (ex. news.

are filtered.
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asp?id=")
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Public File Server that runs a Microsoft FTP Server
the public. All other ports are filtered except Port 20 which i

Intranet
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Local SQL Server that runs Microsoft SQL Server
xp_cmdshell extended stored procedure.
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Local Web Server that runs IS 6.0 with ASP .NET
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technology. It is used for Local Web
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technology. It has three pages (two static

with company's products

parameter (id) and executes
the Local Sql Server.
. All other ports on this Server

We suppose that
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s Closed.

The Microsoft SQL Server has enabled the
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Applications (IMPORTANT Company'’s data).
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Administrator's Computer with Remote Desktop (Port 3389) enabled that has access to all
Servers and Devices (Routers, Switches, Firewalls).
Under the attack
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Information gathering for external network
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55.1.1.1 ??.272.202.2?7? Router
55.1.1.3 ???2.272?2.2?72.2?77? IIS 6.0 (port 80) ASP .NET
55.1.1.4 ??2.2?22.2?22.27? MS FTP Server (port 21) Po rt 20 Closed
?2??2.2?2?2.2??2.2?? All Ports are Filtere d

All Other IPs



Seeking for vulnerabilities & misconfigurations
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55.1.1.1 ???.22?2.2?2.2?? Router
55.1.1.3 ???2.22?2.2?2.2?? 1S 6.0 (port 80) ASP .NET

news.asp?id=X vulnerable to sql injections

55.1.1.4 ???2.2?2.2?2?2.2?? MS FTP Server (port 21) Po rt 20 Closed
?2?7?2.72?02.2?22.22?  ?7?2.272.272.277 MS SQL Server (port 1433) xp_cmdshell enabled
All Other IPs ??2.2?2.2?2.2?? All Ports are Filtere

Using flaws to get a shell
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Information gathering for internal network
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55.1.1.1 10.1.1.1 Router
55.1.1.3 10.1.1.3 IIS 6.0 (port 80) ASP .NET
news.asp?id=X vulnerable to sql injections
55.1.1.4 10.1.1.4 MS FTP Server (port 21) Port 20 C losed
???2.2?2.2??.2?? 10.1.15 MS SQL Server (port 1433) xp_cmdshell enabled
???2.2?2.2?22.2?? 10.1.1.6 IIS 6.0 IntraWeb (port 80)
??2.2?2.2??2.2?? 10.1.1.10 Administrator (Port 3389)
All Other IPs ???2.222.2?22.2?? All Ports are Filtere d
Escalating privileges for the internal network
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Converting internal network to external
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1) sc \10.1.1.4 create "Remote Command Service" bi

type= own start= auto
2) sc \\10.1.1.4 start "Remote Command Service"

npath=c:\winnt\system32\rcmdsvc.exe
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Figure 2. Completed Company’s Network Take Over
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